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USER & ACCESS MANAGEMENT



1. PURPOSE
To control access to Network and Applications, and provision of email access to employees


2. PROCESS TRIGGER
The process is triggered when any of the following occurs:
· Intimation from HR that a new employee has joined VBHC
· The manager of a current employee requests for additional/new access to be granted

3. SCOPE AND APPLICATION
This process is applicable to all employees of VBHC.

4. PROCESS OWNER
IT Infra Lead

5. PREDECESSOR AND SUCCESSOR PROCESSES
Predecessor Process: Successor Process:

6. RESPONSIBILITY AND AUTHORITY
To approve application or network access – Respective Dept Head To approve new user – HR Manager
7. DEFINITIONS & ABBREVIATIONS
1. IT	: Information Technology
2. HR	: Human Resource
3. PW	: Password
4. EPM	: Enterprise Project Management

8. PROCESS FLOW CHART
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9. PROCESS DESCRIPTION
9.1. New User creation for Domain, Mailbox, Quadra, Salesforce, Vault and File-Server Access
9.1.1. Notification of new Employee from HR with the following details is received by IT:
· Full Name
· Employee code
· Department
· Designation
· Reporting manager
· Mobile number (optional)
9.1.2. The request is processed by the IT Support Engineer and the User ID, Email ID are communicated to the HR and reporting manager. Appropriate access levels (predefined for new users and can be discretionary as per job roles) are given to the created User ID.
9.2. New User creation for Quadra access
9.2.1. Request is forwarded by the relevant Department Owner with the following details:
· Employee Code
· Employee Name
· Quadra Modules to which access is needed based on his / her role.
· Salesforce – CRM system to which access is needed based on his / her role
9.2.2. The request is processed by the IT Support Engineer and the originator of the request along with the Employee are notified.
9.3. New User creation for Salesforce access
9.3.1. Request is forwarded by the relevant Department Owner with the following details to IT:
· Employee Code
· Employee Name
· Functions to which access is needed or the Role and whether Read Only or Edit access needed
9.3.2. The request is processed by the IT Support Engineer and the originator of the request along with the Employee are notified
9.4. Removal of User from Domain on exit from VBHC
9.4.1. Notification of Employee leaving the company (along with date of exit) is given by HR to IT
9.4.2. The User ID is deleted, and the Mailbox archived for 60 days and then deleted.


9.5. Disabling of access on Quadra, Salesforce and Fileserver
9.5.1. Request is forwarded by the relevant Department Owner with the following details to IT:
· Employee Code
· Employee Name
9.5.2. The access is removed from the User ID and the originator of the request along with the Employee is notified,



10. EFFECIENCY MEASURES AND EFFECTIVENESS MEASURES
Efficiency Measures: Average TAT for resolution Effectiveness Measures:

11. RISK ASSOCIATED WITH THE PROCESS
Delay in resolution could impact productivity Delay in resolution could impact data security

12. RECORDS
Email from HR or concerned department request
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